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1,
Introduction

This user guide provides all DLA Virtual Desktop users with Virtual Desktop background information,
instructions for accessing the Virtual Desktop, and information for the specific devices used to access
the Virtual Desktop. Readers of this user guide should have a basic knowledge of operating a personal
computer and have all required certificates (i.e. CAC credentials and PIN) to access DLA’s secured
network.

The Virtual Desktop can be accessed from any computing device with an internet connection.
Accessing the Virtual Desktop allows you to view your workstation desktop virtually via a terminal
machine rather than a local device (i.e. traditional desktop/laptop). This user guide will outline the
procedures for accessing the Virtual Desktop from the following devices:

Thin Client

Zero Client

Traditional Laptop/Desktop (Government Furnished Equipment)

Contractor Furnished Equipment (CFE) / Personal Equipment (PE)

DLA Administrators will identify the device type you will use (i.e. one of the four machines listed above).
If you work in an environment where you require access to multiple machines during the course of the
work day, active sessions within the Virtual Desktop can be transferred between the above devices. For
example, a user can log into the Virtual Desktop on one device, disconnect, and log in with a different
device, and see the same active applications left running on the previous device.

Device Usage Policy:
Please note the following usage policies for the endpoints that will access the Virtual Desktop:
Device \ Policy

HP MT42 Mobile Thin Client Approved for DLA office usage with wired/Wi-Fi
connection, approved for telework usage

Dell Wyse 5010 Zero Client Approved for DLA office usage with wired
connection, not approved for telework usage

Traditional Laptop Approved for DLA office usage with wired/Wi-Fi
connection, approved for telework usage

Traditional Desktop Approved for DLA office usage with wired connection,
not approved for telework usage

Contractor Equipment Approved for DLA office usage with Wi-Fi Connection,
approved for telework usage

Personal Equipment Not approved for DLA office usage, approved for
telework usage
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Section 1: Virtual Desktop Overview

1.1 Virtual Desktop Background

Virtual Desktop is a capability that moves computer processing and storage away from local devices
(laptop/desktops) and into the data center. The benefits of implementing Virtual Desktops in DLA
include improved end user mobility (i.e. access to desktop anytime from anywhere), operational
efficiencies (i.e. reduced capital and operational costs), and improved security (i.e. no data stored on
lost devices). The below diagram shows the infrastructure of a Virtual Desktop:

Users

Warehouse Workers

Data Center

System Administrators
© 23 | |
_:m_ Office Workers _ (Stationary )

Office Workers (Can
Telework )

Citrix XenApp /XenDesktop

Section 2: Device Type - Thin Client

2.1 Purpose

Provide an overview of the hardware, software, and steps to access the Virtual Desktop from a thin
client.

2.2 Thin Client Usage Overview

The following is the type of Thin Client device used to access the Virtual Desktop:

e HP MT42 Mobile Thin Client Laptop used in the office with wired DLA network and Wi-Fi
connection. The Mobile Thin Client is approved for telework.

Virtual Desktop User Guide
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2.3 Thin Client Hardware Overview

The thin client takes a user’s login request and connects to the desktop virtually. It is a streamlined
machine with limited storage and a configurable operation system. The HP MT42 Thin Client uses

wired and Wi-Fi connections. The following sections will outline all accessories and additional
hardware required to use a thin client and the steps required to access the Virtual Desktop:

As of September 2016, DLA is using the HP MT42 Mobile Thin Client

HP MT42 Mobile Thin Client

I At a Glance
Left Side View Front View Right Side View
g - - =
| use  Smart Card Display Port use | SD/SC
Locggrct)wn VGA Read Reader
uUSB AC Power
Power
Button Headphone/
Microphone
Ethernet
1. Accessories
The following accessories are included with the HP MT42 Mobile Thin Client:
Image Description
Power Cord
Docking Station
Virtual Desktop User Guide 5
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HP 90W Docking Station

. At a Glance
Front View Back View
Docking
Laptop Eject Station Cable ovip
Button Lock Slot parallel Port 0 Secuty
Power Button Monitor Stand Power Cable Siot
Port Adapter Port

Security
Cable Slot . i
Audio Serial Po VGA Port Displa 9 UsB
In/Out Port  pq
3 USB Ports e Ethernet
Connector /
Keyboard
I Accessories Connector

The following accessories are included with the HP 90W Docking Station:

Image Description

Power Cord
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2.4 Thin Client Software Overview

Thin Client and Virtual Desktop software is pre-installed on your machine and is ready to use.

(if*| 2.5 Thin Client Login Instructions

The following steps outline the Virtual Desktop login process using the HP MT42 Mobile Thin Client
and HP t620 Flexible Thin Client. There different instruction for accessing the Virtual Desktop
depending on how you are connecting, via DLA network (internal) or wireless network (external).

DLA Network (Internal
a. Press Ctrl+Alt+Delete.

Screen displays the ThinPC login image.

Press Ctrl+Alt+Delete to unlock.

2:05

Tuesday, August 23
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b. Select OK.
Screen displays the US Department of Defense Warning Statement.

DoD Notice and Consent Banner

are accessing a U.S. Government (USG) Information System (IS) that is provided for

authorized use only. By using this IS (which includes any device attached to this

 you consent to the following conditions
~The USG routinely intercepts and monitors communications on this IS for purposs
including, but not limited to, penetration testing, COMSEC monitoring, network
ense, personnel misconduct (PM), law enforcement (LE), and

counterintelligence (CI) investigations.

At any time, the USG may inspect and seize data stored on this IS.

Communications using, or data stored on, this IS are not private, are subject to routine
monitoring, interception, and search, and may be disclosed or used for any USG:
authorized purpos
~This IS includes security measures (e.g., authentication and access controls) to protect
USG inter not for your personal benefit or privacy.

-Notwith: ding the above, using this IS does not stitute consent to PM, LE or CI
investigative searching or monitoring of the content of privileged communications, or
work product, related to personal representation or services by attorneys,
psychotherapists, or clergy, and their assistants. Such communications and work
product are private and confidential. See User Agreement for details.

c. Insert CAC into the Smart Card Reader

Screen displays the ThinPC Smart Card Input.

Other user

Connect a smart card
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d. Enter PIN

Screen displays the ThinPC PIN Input.

e. Select VDI Launcher Internal

Screen displays the Virtual Desktop Internal/External Login options.

VDI Launcher
External

VDI Launcher
Internal

f. Select DLA Standard Desktop

Screen displays the Citrix Receiver Desktop Options.

DLA Standard
Desktop

Virtual Desktop User Guide
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g. Choose the DOD EMAIL certificate and Select OK.

Screen displays the DOD Certificate options.

@ Citrix Receiver - Internet Explorer

Windows Security

Select a Certificate

Signature -

- ——— - -

Issuer: DOD EMAIL CA-31
Valid From:

Click here to view certificate
properties

Authentication -

Issuer: DOD CA-31
Valid From:

h. Select OK.

Screen displays the US Department of Defense Warning Statement.

Virtual Desktop User Guide
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i. Selectthe Smart Card Login as the CAC is being read.

Screen displays the Virtual Desktop — Citrix Receiver requesting the user to select the
Smart Cart Login option

ﬁ Windows Server2008

j-  Enter PIN.

Screen displays the Virtual Desktop — Citrix Receiver requesting the user to enter their PIN

[

ﬁ Windows Server2008

Virtual Desktop User Guide 15
Last Updated December 2016



The Virtual Desktop is ready to use, just as you would use a traditional desktop.

Screen displays the Virtual Desktop.

Wirel Network (External
a. Press Ctrl+Alt+Delete.

Screen displays the ThinPC login image.

Press Ctrl+Alt+Delete to unlock.

2:05

Tuesday, August 23
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b. Select OK.
Screen displays the US Department of Defense Warning Statement

DoD Notice and Consent Banner

You are accessing a U.S. Government (USG) Information System (IS) that is provided for
USG-authorized use only. By using this IS (which includes any device attached to this
1S), you consent to the foll ing conditions:

~The USG routinely intercepts and monitors communications on this IS for purposes
including, but not limited to, penetration testing, COMSEC monitoring, network
operatiol , 3 rcement (LE), and
counterintelligence (CI) investigations.

At any time, the USG may inspect and seize data stored on this IS.

-Communications using, or data stored on, this IS are not private, are subject to routine
monitoring, interception, and search, and may be disclosed or used for any USG-
authorized purpose.

~This IS includes security measures (e.g., authentication and access controls) to protect
USG inter not for your personal benefit or privacy.

-~Notwithstanding the above, using this IS does not constitute consent to PM, LE or C|
investigative searching or monitoring of the content of privileged communications, or
work product, related to personal representation or services by attorneys,
psychotherapists, or clergy, and their assistants. Such communications and work
product are private and confidential. See User Agreement for details.

c. Insert CAC into the Smart Card Reader

Screen displays the ThinPC Smart Card Input.

Other user

Connect a smart card

n-in options
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d. Enter PIN
Screen displays the ThinPC PIN Input.

e. Select the Network Options Icon in the lower right-hand corner of the screen

Screen displays the Thin Client desktop

Virtual Desktop User Guide
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f. Select Wireless Network and choose Connect. Your list will vary depending on
wireless options available to you.

Screen displays the wireless network connection options.

Mot connected

E[,I l | Connections are available

Wireless Metwork Connection

1"“‘.
1"1“.

Connect automatically
v
1"1“.
o

1"1‘

Open Network and Sharing Center

g. Enter Wireless Network Password and choose OK.

Screen displays window requiring network security key.

it Connect to a Networ ]

Type the network security key

Security key: |

[ Hide characters

[ T ()
- |, > o 4
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h. Select appropriate location.

Screen displays the network location options.

Select a location for the network

This computer is connected to a network. Windows will automatically apply the correct
network settings based on the network's location.

Home network
{ﬂl (S} I allthe computers on this netuwork are at your hame, and you recagnize thern,

=¥ this is a trusted home network. Don't choose this for public places such as
coffee shops or airports.

Work network
L." If all the computers on this network are at your workplace, and you recognize
=" them, this is a trusted work network. Don't choose this for public places such as
coffee shops or airports,

F==¢ Public network
T you don't recognize all the computers on the network (for example, you're in
a coffee shop or airport, or you have mobile broadband), this is 2 public
network and is not trusted.

Treat all future networks that I connect to as public, and don't ask me again.

Help me choose

Cancel

i. Select VDI Launcher External

Screen displays the Virtual Desktop Internal/External Login options.

/DI Launcher
External

/DI Launcher
Internal
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J. Select DLA Standard Desktop

Screen displays the Citrix Receiver Desktop Options.

DLA Standard
Desktop

k. Choose the DOD EMAIL certificate and Select OK.
Screen displays the DOD Certificate options.

& Citrix Receiver - Internet Explorer

Windows Security

Select a Certificate

Signature -

Issuer: DOD EMAIL CA-31
Valid From: .

Click here to view certificate
properties

Authentication -

Issuer: DOD CA-31
Valid From:

S ]
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|. Select OK.

Screen displays the US Department of Defense Warning Statement.

=

- Windows Server 2008

m. Select the Smart Cart Login as the CAC is being read.

Screen displays the Virtual Desktop — Citrix Receiver requesting the user to select the
Smart Cart Login option

‘ﬁ Windows Server2008

Virtual Desktop User Guide
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n. Enter PIN.

Screen displays the Virtual Desktop — Citrix Receiver requesting the user to enter their PIN

ﬁ’\lﬂﬁndows Server2008
Enterprise

The Virtual Desktop is ready to use, just as you would use a traditional desktop.

Screen displays the Virtual Desktop.

Virtual Desktop User Guide 23
Last Updated December 2016



(1§*| 2.6 Thin Client Log Off Instructions

l. Log Off the Virtual Desktop

To log off or terminate the active Virtual Desktop session and shut down the Thin Client follow the
below steps. Terminating you Virtual Desktop session will not allow you to transfer your session to
another device.

a. Select the Windows button in the lower left-hand corner of the screen (within Virtual Desktop
session).

Screen displays the Virtual Desktop.

Virtual Desktop User Guide 24
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b. Select the Log Off button (within Virtual Desktop session).
Screen displays the Virtual Desktop with log off button.

® =

c. Select Start Menu and then select the Log Off button (on local machine).

Screen displays the local machine desktop.

LA
A
1
) =
1. Removing CAC

If you remove your CAC from CAC Reader without following the above steps you will
disconnect the active Virtual Desktop session, but will not terminate your session. You will be
able to transfer your session to another device. Sessions will automatically terminate after 3

hours of inactivity.
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Section 3: Device Type — Zero Client

3.1 Purpose

Provide an overview of the hardware, software, and steps to access the Virtual Desktop from a
repurposed laptop/desktop.

3.2 Zero Client Usage Overview

The following is the type of Zero Client device used to access the Virtual Desktop:

o Dell Wyse 5010 Zero Client is used in the office with wired DLA network. The Zero
Client is not approved for telework.

3.3 Zero Client Hardware Overview

The Zero Client takes a user’s login request and connects to the desktop virtually. It is a streamlined
machine without an operating system. The Dell Wyse 5010 Zero Client uses a wired connection. The
following sections outline all accessories and additional hardware required to use a Zero Client and
the steps required to access the Virtual Desktop:

As of September 2016, DLA is using the Dell Wyse 5010 Zero Client

Dell Wyse 5010 Zero Client

l. At a Glance

Front View Back View

Display
Port
Power
Button
USB
USB Ports
Ports
Headphone
Pgrt = Power
Adapter Port
-
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. Accessories

The following accessories are included with the HP MT42 Mobile Thin Client:

Image Description

@ Power Cord

3.4 Zero Client Software Overview

Virtual Desktop software is pre-installed on your machine and is ready to use.

3.5 Zero Client Login Instructions

a. Insert Smart Card into Smart Card Reader

Screen displays the Zero Client login image

Citrix Receiver

Anywhere.Anydevice.One Receiver

b. Enter PIN

Screen displays the Zero Client login image

Virtual Desktop User Guide 27
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Citrix Receiver

Anywhere.Anydevice.One Receiver

c.  Select the appropriate Virtual Desktop option
Note: Desktop options shown will defer user to user

Screen displays the Zero Client login image

L ]
DLA Standard
Desktop

The Virtual Desktop is ready to use, just as you would use a traditional desktop.

Screen displays the Virtual Desktop.
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(1§*| 3.6 Zero Client Log Off Instructions

l. Log Off the Virtual Desktop

To log off or terminate the active Virtual Desktop session and shut down the Thin Client follow the
below steps. Terminating you Virtual Desktop session will not allow you to transfer your session to
another device.

a. Select the Windows button in the lower left-hand corner of the screen (within Virtual Desktop
session).

Screen displays the Virtual Desktop.
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b. Select the Log Off button (within Virtual Desktop session).
Screen displays the Virtual Desktop with log off button.

® =

c. Select Start Menu and then select the Log Off button (on local machine).

Screen displays the local machine desktop.

LA
A
1
) =
1. Removing CAC

If you remove your CAC from CAC Reader without following the above steps you will
disconnect the active Virtual Desktop session, but will not terminate your session. You will be
able to transfer your session to another device. Sessions will automatically terminate after 3

hours of inactivity.

Virtual Desktop User Guide 30
Last Updated December 2016



Section 4: Device Type — Traditional Laptop/Desktop,
Government Furnished Equipment (GFE)

4.1 Purpose

Provide an overview of the hardware, software, and steps to access the Virtual Desktop from a
traditional laptop/desktop (GFE).

4.2 Traditional Laptop/Desktop Usage Overview

The following are two types of traditional machines used to access the Virtual Desktop:

e Traditional Laptop supplied by DLA can be used in the office with wired DLA network and
Wi-Fi connection. The traditional laptop is approved for telework.

e Traditional Desktop supplied by DLA can only be used in the office with wired DLA network
connection. The traditional desktop is not approved for telework. You may continue to use
your traditional laptop provided by DLA (if applicable) or use your personal computers at
home to telework (see Section 6).

4.3 Traditional Laptop/Desktop Hardware Overview

If you are using a traditional DLA issued laptop/desktop you will be provided with the necessary
attachments and accessories to use the Virtual Desktop.

4.4 Traditional Laptop/Desktop Software Overview

Virtual Desktop software is pre-installed on your machine and is ready to use.

Virtual Desktop User Guide 31
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(1§*| 4.5 Traditional Laptop/Desktop Login Instructions

The following steps outline the Virtual Desktop login process using a traditional laptop/desktop:

a. Ensure CAC is inserted into CAC Reader
b. Open Internet Explorer and select Email Certificate.

Screen displays Internet Explorer — Windows Security

diamil P = X || C Waiting for today.dla.mil

i

Windows Security

Select a Certificate

y S| tssuer 00D A2
J Gici D

|
| - tssuer DOD EMAR C-22

c. Enter the following URL.: https://internal.dir.ad.dla.mil

Screen displays Internet Explorer with address bar.

DLA TODAY

DELIVER THE RIGHT SOLUT)

DOCUMENT SERVICES | LOGSTICS NFORUATION SERVICES | EUROPE SAFRCA | CENTRAL | PACFK

searc [ *

Changes coming to HQC Fitness Center,
DLA Child Development Center

91972015 - From ne lockers and showers in the
McNamara Headquarters Compiex Fitness Center to
new piaygrounds at the Defense Logistics Agency Child
Development Center, the HQC's Morale, Welfare and
Recreation office wil be upgrading some of s faciities
at Fort Belvoir n the coming monihs, s

DA mployees of the Quarter for
12015

rey
‘i’ EXCELLENCE

T ——
1L SEXUAL ASSAULT'

gy e e

Virtual Desktop User Guide
Last Updated December 2016

32



https://internal.dir.ad.dla.mil/

d. Choose the DOD EMAIL certificate and Select OK.
Screen displays the Virtual Desktop Certificate Options

Select a Certificate

[ Issuer: DOD CA-32
\ ‘ e ey

Click here to view cenificate prope..)

\
[ Issuer: DOD CA-32
' Issuer: DOD FMAR CA 32

—

o) o] |

e. Select the DLA Standard Desktop, if needed. The DLA Standard Desktop may
open automatically.

Screen displays the Virtual Desktop options

m—)

DLA Standard
Desktop

f. Select OK.

Screen displays the US Department of Defense Warning Statement

[

i Windows Server o
Enterprise
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g. Selectthe Smart Cart Login as the CAC is being read. Do not navigate away from this
window until the login process is complete. Doing so may result in your session being
timed out.

Screen displays the Virtual Desktop — Citrix Receiver requesting the user to select the
Smart Cart Login option

———

ﬁ Windows Serverzcoa
Ao

h. Enter PIN.

Screen displays the Virtual Desktop — Citrix Receiver requesting the user to enter their PIN

[ ]

ﬁ Windows Server-zooa
Aebiong
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The Virtual Desktop is ready to use, just as you would use a traditional desktop.

Screen displays the Virtual Desktop

To switch between local machine and Virtual Desktop, expand the XenDesktop Toolbar drop-
down at the top of the page and choose Home.

Screen displays the XenDesktop Toolbar drop-down option

[e] =y Ty [ Pad

Home Ctrl+Alt+Del Preferences Full-screen Disconnect

ULLIDUR

(1§*| 4.6 Laptop/Desktop (GFE) Log Off Instructions

Log off of the Virtual Desktop using the steps below:
l. Log Off Virtual Deskiop

These steps will terminate the active Virtual Desktop session and you will not be able to
transfer your session to another device.
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a. Select the Windows button in the lower left-hand corner of the screen

Screen displays the Virtual Desktop.

User

b. Select the Log Off button

Screen displays the Virtual Desktop.

Il. Removing CAC

Following the steps below will disconnect the active Virtual Desktop session and you will be
able to transfer your session to another device; sessions will be automatically terminated after
3 hours of inactivity.

a. Remove CAC from CAC Reader, doing so will close the Virtual Desktop session.
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Section 5: Device Type — Laptop/Desktop Contractor
Furnished Equipment (CFE)/Personal Equipment (PE)

5.1 Purpose

Provide an overview of the hardware, software, and steps to access the Virtual Desktop from a
laptop/desktop (CFE/PE).

5.2 Laptop/Desktop (CFE/PE) Usage Overview

The following outlines the usage overview for CFE/PE when accessing the Virtual Desktop:

e CFE/PE can be used on non-Government network connections, i.e. home network, coffee
shop network, contractor office network, etc. CFEs are approved for telework usage.

e Personal Equipment is not approved for use on the DLA network, but is approved for telework.

5.3 Laptop/Desktop (CFE/PE) User Hardware Overview

There are many types of CFEs and personal machines you can use to access the Virtual Desktop.
The list below is the necessary hardware required to access the Virtual Desktop from either a CFE
or personal machine:

e Desktop Computer or Laptop
e CAC Reader
e Ethernet port (with active internet connection) or Wi-Fi

5.4 Laptop/Desktop (CFE/PE) User Software Recommendations

Risks

There are potential risks associated with installing the necessary software (i.e., ActivClient, Citrix
Receiver, DOD Root Certificates) in order to use the remote access system. It is not possible to test
these components with all software and/or applications commercially available and may be on your
home computer. Therefore, the software could conflict with other applications or software residing
on your home computer. If you are using the remote access system on your personal non-
Government- furnished computer it is at your own risk.

Disclaimer of Liability

With respect to installing prerequisite software components or using the remote access solution,
neither the DOD, DLA, nor any employees within, provide any warranty, expressed or implied,
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Or assume any legal or financial liability or responsibility for your non-Government computer
system and/or damages or repairs that may result from system incompatibilities with the remote
access solution. By installing prerequisite software and using this product, you signify your
agreement to the preceding terms and conditions. If you do not agree to these terms and
conditions, do not install or use this product.

Help Desk Support

All liability for issues and troubleshooting non-GFE is the responsibility of the equipment owner.
The DLA Enterprise Help Desk will not provide support for issues with hardware/software not
provided by DLA, including but not limited to non-GFE hardware, non-DLA networks (e.g., home
routers, public hot spots), and non-DLA software compatibility issues with Citrix.

DLA Enterprise Help Desk resources will support troubleshooting issues that are not related to
the non-GFE hardware/software, including but not limited to accounts, DLA applications, and
server-side issues.

Personal machines or CFEs running on Windows XP, Windows Vista, Windows 7, Windows 8/8.1,
or Windows 10 can be used to access the Virtual Desktop. Use the tables below to identify the
recommended browser you should use based on the operating system currently installed on your
machine.

For best performance use following operating system/browser combinations, otherwise you may
experience performance issues or inability to connect to the Virtual Desktop.

\ Operating System Browser
Windows 10 64-bit Editions
Windows 8.1 64-bit Editions Internet Explorer 11.x or later
Windows 8.1 32-bit Editions (32-bit mode)

Windows 7 Service Pack 1(SP1) 64-bit Editions
Windows 7 Service Pack 1(SP1) 32-bit Editions

Windows 8 64-bit Editions
Windows 8 32-bit Editions Internet Explorer 10.x or later
Windows 7 Service Pack 1(SP1) 64-bit Editions (32-bit mode)

Windows 8 Service Pack 1(SP1) 32-bit Editions

Windows 7 64-bit or higher
Windows 7 32-bit or higher Internet Explorer 9.x or later
Windows Vista 32-bit Editions with Service Pack 2 (32-bit mode)

Windows Vista 64-bit Editions with Service Pack 2

Operating System Browser

Windows 7 64-bit Editions
Windows 7 32-bit Editions
Windows XP Professional with Service Pack 3 Internet Explorer 8.x
Windows XP Professional x64 Edition with Service Pack 2 (32-bit mode)

Windows Vista 32-bit Editions with Service Pack 2
Windows Vista 64-bit Editions with Service Pack 2
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Windows 7 64-bit Editions

Windows 7 32-bit Editions

Windows XP Professional with Service Pack 3

Windows XP Professional x64 Edition with Service Pack 3
Windows Vista 32-bit Editions with Service Pack 2
Windows Vista 64-bit Editions with Service Pack 2

Mozilla Firefox 4.x (32-bit mode)

Windows XP Professional x32 Edition with Service Pack 3
Windows Vista 32-bit Editions with Service Pack 2
Windows 7 32-bit Editions

Red Hat Enterprise Linux 5.4 Desktop

Mozilla Firefox 3.x

Before connecting to the Virtual Desktop for the first time, certificates and client software will
need to be installed. These are available on the DLA Enterprise Remote Access login page:

https://remote.dla.mil.

Follow these steps for downloading the appropriate software in Internet Explorer. Your will need to
use the proper web browser based on the operating system installed on the machine (i.e.
outlined in above table). Following these steps will result in a necessary machine reboot once

completed.

a. Connect your Common Access Card (CAC) Reader to an available USB Port on

your CFE/Personal Computer System (Desktop/Laptop).
b. Turn on your CFE/PE (Desktop/Laptop).

c. Launch your internet browser.

Validate that the required security protocols are enabled - From Internet Explorer,
select Tools and then Internet Options. If the Tools option isn’t visible, then while in
the browser select the ALT key on the keyboard and the Tools option will become
visible.

Screen displays the expanded Tools options in Internet Explorer.

= ]
NTSURVESS  LOGETCS MOMATON SIRACES  (LROAT S URCA | CINTRAL  FALIC
B¢ @R § warcH —______N
DIRECTOR'S LATEST BLOG JOB” - SHATE YOUR THOUHTS
CoBecting and Slorieg Military Isterdepertmental Purchase kogeests (MIFR)
Guest Blogger - Simone Reba, DUA )0 Degraty Dwrector - >>evomm
- ., Ofreplacement to temporarily
° place employees on HQC's fourth

x
12015 - A yeariong $45 miicn progct B repiace.
oerpies il

cearty dsplace
¥ Corstncon i schecules 1o proceed tom Pod &
10P0d 1 begnng Sept. 14 and kst Twough Juy.
2016, e
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https://remote.dla.mil/
https://remote.dla.mil/

e. When the Internet Options window appears select the Advanced tab and ensure
Use TLS 1.0, TLS 1.1, and TLS 1.2 are checked in the Security section. Select OK, then

close the internet browser, and open a new internet browser window.

Screen displays the Advanced tab within the Internet Explorer Internet Options settings.

General I Security I Privacy I Content I W

Settings

Enable Integrated Windows Authentication™ -
Enable native XMLHTTF support

] Enable smartScreen Fiter

[C] Enable Strict P3P Validation®

Send Do Mot Track requests to sites you visit in Internet E
[7] UsessL 2.0

7] UsessL3.0

UseTLS 1.0

UseTLS 1.1

Use TLS 1.2

‘Warn about certificate address mismatch™

[T] wiarn if changing between secure and not secure mode =
‘Warn if POST submittal is redirected to a zone that does nl_—

4| 1 3

*Takes effect after you restart your computer

Restore advanced settings

‘fou should only use this if your browser is in an unusable state.

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

.;Q- Some settings are managed by your system administrator,

f. Insert CAC into CAC Reader.

g. Inthe internet browser, navigate to DLA Enterprise Remote Access
https://remote.dla.mil/

to access the files to download you will need to use remote

access. If this is the first time you are navigating to this page, you may see a warning

message similar to the website below.

If this appears, select Continue to this Web site (not recommended).

Screen displays the Security Certificate Warning requesting the user to close this webpage

or continue to this webpage.

| & hittps//remote. dia.mil D = & X || @ Centificate Error: Navigation.. \ |

urity certificate

g There is a problem with this website's sec
4
T urity certif

rtificate presented by this website was issued for a differer

We recommend that you close this webpage and do not continue to this website.

I @ Click hy

® More information

ot v Pagev Sefetyv Toolsv g~

o - bl
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h. Select the | Agree with the Statements Above button.

Screen displays the DLA Enterprise Remote Access Webpage requesting user to accept
the use of a U.S Government (USG) Information System (IS).

D v @0 X || 3 0UA Ertoprse Remete Acc.. ¥

S\ DEFENSE LOGISTICS AGENCY.

e
m‘:ﬁuwmm

At any time,

and search,

Yo porscnal bl o groacy.

. orche,
are povate and confdertial. See User Agreement for detals
| i0sagee |

i. On the screen below you will see two links for software that needs to be installed
prior to connecting to the Virtual Desktop from each machine for the first time.

Screen displays the DLA Enterprise Remote Access Webpage outlining the required
software installs.

*“"\_DEFENSE LOGISTICS AGENCY

i

Instal the fllowiag t Iog i
= oD oot Carlicates for Wingans

10 request the software and a CAC reader.

Still not working? Try tha folowing:
‘» Close 8 browsar windows and try.
‘selecting your DD

o Review the.
+ For issues with multiple PIN prompts, make sure you have installed
Cincluding the latest Hotfix)

j- Download DOD Root Certificates.
e Select Windows DOD Root Certificates

Note: This will install required DOD Certificates to the appropriate location on your machine.
These certificates are required to be installed on a machine when using a CAC.

e Select Run when prompted
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¢ Windows Install Procedures:

o Select Next

Welcome to the InstallRoot Setup Wizard

o
= |
o Select Next
:ﬁ““'”“
l Choose a file location
== e
| ——— [ orove

o Select Next

InstallRoot Features

Select the estures you weh toinstl,

) Grapnal tnterfoce
(¥ Command Lre Teol

o Select Install

[ oo B

Begin installation of InstallRoot

ik Back. Close the wndow 1 et e wawrd.

1\*
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o Select Run InstallRoot
e
Y
non
PKE

rstsiiost s been successfuly rataled.

o A tutorial may open — close / exit that window
o Select Install Certificates
o A tutorial may open — close / exit that window

o Select Restart as Administrator

Y =

Home Store Group Certificate Help

B2 0 HS 9 e

Install  Cnline Preferences Save Refresh Restarta
Certificates Update Settings Administrator

Microsoft Current User |

+ Install DoD Certificates @

X Install ECA Certificates &

X Install JITC Certificates &

o Select Yes to the User Account Control prompt

o Select Install Certificate

Home Store Group Certificate Help
i @ o
-mp | L @ = <
Install Online Preferences Save Refresh
Certificates Update Settings
Actions Application
Microsoft Local Computer \‘|
| ¥ Install DoD Certificates & v l ‘
| % Install ECA Certificates & - l
| % Install JITC Certificates & v l
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o Select OK
Note: The Number of Adds/Deletes will be different than the below screenshot

ET——

& InstallRoot: Certificate Action Summary Py
DoD (47) l
Target Certificate Store Adds Deletes
J, Microsoft Local Computer 0 0 ‘
1 o (oo d
A I
¥ Install JITC Certificates © = l

o Select Save Settings

' e

Home Store Group Certificate Help

B e [ e

Install Online Preferences Save ™ Refresh
Certificates Update Settings

Microsoft Local Computer“]
+ Install DoD Certificates & M
X Install ECA Certificates & - l
M

¥ Install JITC Certificates &

o Select X

=T

Home Store Group Certificate Help

e O Eg

Install Online Preferences Save  Refresh

Certificates Update Settings
Microsoft Local Cumputer“\l
+ Install DoD Certificates @ - l
X Install ECA Certificates & - l
M

% Install JITC Certificates &

k. On the same page, download the Citrix Receiver. The Citrix Receiver is required to
establish a secure connection with Citrix. This client supports Windows XP, Vista, and

Windows 7/8/8.1 operating systems.

e Select Windows Citrix Receiver

¢ When prompted, select Run and accept all defaults.

44
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I.  Optional Download Actividentity ActivClient — request the latest version of ActivClient
the DLA Enterprise Help Desk (EHD). ActivClient is recommended for Windows 7
and not recommended for the following:

e Windows 8/8.1
e Windows 10

Based on the configuration of your operating system will need to determine which
ActivClient to install 32 — bit or 64 — bit.

To verify the version of your operating system, right-click the My Computer icon on your Desktop,
and selecting Properties.

Screen displays the Computer Drives and the properties of the Computer

f - ==
&\ == > Computer » ~ [ %2 )|[ Szarch Computer o]
Organize v System properties Uninstall or change a program Map network drive > 3= 0 @
¢ Favorites < Hard Disk Drives (1)
-, OSDisk (C:)
4 4 Libraries - ——
— ~) 49 GB free 232 GB
BB Documents 3 149 GB free of 232 GB
@' Music
&= Pictures
B¥ videos
4 M Compustar
. §m Os| Collapse
# Manage
€ Netw Open in new window
Map network drive...
P L Disconnect network drive... brefederal.com Memory: 4.00 GB
i re(TM) i5-24...
Add a network location
S—
Delete
Rename

You will see on the next screen you will see 32-bit or 64-bit Operating System. Be sure to provide
this information with your request for the ActivClient Software.

Screen displays the properties of the Computer.

CIC B ) Control Panel » System and Securty » System = P P

)

Virtual Desktop User Guide 45
Last Updated December 2016



m. Update Trusted Sites

e Open Internet Explorer.

e Select Tools and then Internet Options.

Screen displays the location of Internet Options

- ¢ || @ Biankpage |

Print
File

Zoom (100%)

Safety

Add site to Start menu
View downloads
Manage add-ons
F12 Developer Tools
Go to pinned sites

Compatibilty View settings

Ctrtes

_ou e CApToTeT

B~ & || & slank Page

OR

[ ——

[E=STEE=>=]

o3

mﬂ’mw

s &) Web Siice Galler

)

yv @ Delete browsing history...

InPrivate Browsing
Enterprise Mode

Tum on Tracking Protection
ActiveX Filtering

Fix connection problems
Reopen last browsing session
Add site to Start menu

View downloads

Pop-up Blocker

Manage 2dd-ons
Compatibility View settings
Subscribe to this feed.

Feed discove

Windows Update
Performance dashboard

F12 Developer Tools

OneNote Linked Notes
Lync add-on
Send to OneNote

%n
Internet options

CtrleShiftsDel

Enterprise Remote Ac... &) DLA Enterprise Remote Ac...
e Shifte P

Ctri+)

Ctrl+ShiftsU

B8 -

" @ v Pagev Safetyv Tooksv @+

n. Select the Security tab.

Screen displays the Internet Options Security Tab

)

Home page
P ? To create home page tabs, type each address on its own ine.
L about:blank

[ use current Use defoult | [ Use new tab
Startup
Start with tabs from the lastsession
 Start with home page
Tabs
Change how webpages are diplayed i tabs Tabs

Browsing history

Delete temporary flles, history, cookes, saved passwords, and web
form informaten.

Delete... || Settngs
Appearance
Coors | [ Languages Fonts | | Accessbity

@ Some settngs are managed by your system adminstrator

[k ][ conca |

o 51 32 1)
I Internet Options. LR B

Gw:-a\pnmy\cmumjcm«m Programs | Advanced| |
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0. Select the Trusted Sites and select Sites.

Screen displays the Internet Options — Security Tab

‘ Internet Options Pl

H | | ceneral | seauity [privacy | content | connections | Programs | Advanced|

Select 2 zone to view or change ceasity settngs.
- Intemet L i | Resticted
sites
i
# This zone contans webstes that

you
V' tustnot to damage your computer or
your files.

Security level for this zone
Allowed levels for this zone: Al

Medium
- Prompts before downioading potentally unsafe
content

5 CUnsigned ActiveX controls wil not be dowrloaded

Mode
[ custom level...

[ Resetal zones to defauitlevel

@  Some settngs are managed by your system administrator.

o) (e

p. Enter https://*.dla.mil (“*” asterisk; followed by a “.” Period; then “dla.mil”) Select Add and
Close.

Screen displays the Trusted Sites.
[ — )

Internet Options

Trusted stes s S —

4 You can add and remove websites from this zone. Al websites in
< this zone will use the zone’s security settings. ‘

Add this website to the zone:
) https:// dla.mi —r—

Websites:

|¥|Require server verification (https:) for all sites in this zone

g. Select Apply and OK.

Screen displays the Internet Options — Security
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Internet Options

| [General] searty [privacy | Content | Connectons | Programs | Advanced

Select a zone to view or change security settings.

@ & v O

Intemet  localinvanet Trustedstes Restricted
stes

Trusted sites ]
that you

rust not to damage your computer or
fles.

your fies.
You have websttes in ths zone.
Security level for this zone.

Custom
Custom settngs.
~To change the settings, dick Custom level.
~To use the recommended settings, cick Default level.

(Cosiakient]
Reset all zones to defaultlevel |
@ some setiings are managed by your system administrator.
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r. Update Compatibility View Settings

e Open Internet Explorer.

e Select Tools and then Compatibility View Settings.

Screen displays the Internet Explorer Browser

£ Oemmm 0+ & | @ Bunkpage

)

s

OR

D~ C || @& Blank Page

b‘ @ aboutblank

— . -

File Edit View FavoritesJREREN Help

Reopen last browsing session

Add site to Start ment
View downloads Ctrt+)
Pop-up Blocker »

Manage add-ons

) [ Comvasanes

scribe to this feed.
Feed discoven

Windows Update

Performance dashboard Ctrl+ Shift+U
F12 Developer Tools

OneNote Linked Notes

Lync add-on

Send to OneNote

Report website problems

Internet options

s 2] Web Slice Gallery ~ @ Delete browsing history... Ctrl+Shift+Del | Enterprise Remote Ac... & DLA Enterprise Remote Ac.
InPrivate Browsing Ctris Shifts P
Enterprise Mode
Tum on Tracking Protection
ActiveX Filtering
Fix connection problems.

B8 -

I d@ v Pagev Safetyv Toolsv @@~

s. Enter dla.mil, Select Add, and then Close.

Screen displays the Internet Options — Security

Compatibility View Settings

wﬁ Change Compatibility View Settings

Add this website:

o || G

Viebsites you've added to Compatibility View:

[¥] Display intranet sites in Compatibility View
Use Microsoft compatibility lists

Add

Remove

Learn more by reading the Internet Explorer privacy statement

Close.
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t.

Reboot the computer. All required software is now available on the machine and you
are ready to the login to your Virtual Desktop. (See section 5.5 for login instructions.)

(1§ 5.5 Laptop/Desktop (CFE/PE) Login Instructions

The following steps outline the Virtual Desktop login process using a CFE/Personal Machine:

Note: The following steps outline the process of logging in using Internet Explorer. User will
need to use the proper web browser based on the operating system installed on the machine.

a.
b.
c.
d.

Insert CAC into CAC Reader

Open Internet Explorer

Enter the following URL: https://remote.dla.mil/

Select the | Agree With The Statements Above button

Screen displays the DLA Enterprise Remote Access Webpage requesting user to accept
the use of a U.S Government (USG) Information System (IS)

S\ DEFENSE LOGIBTICS AGENCY

"

tut ot imied 1o,
and defonse, parsanne isconduct (PM), law
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https://remote.dla.mil/

e. Select the VDI LOGIN button

Screen displays the DLA Enterprise Remote Access Webpage requesting user to Login

T )

*S"\_DEFENSE LOGISTICS AGENCY

10 request the software and a CAC reader.

Stil not working? Try the following:

» Close a8 browser windows and try

+ Confier cting your DoD

+ For issues with multiple PIN prompts, make sure you have nstalied
ActivClient (including the latest Holfix). Request install software from local IT

support.
« Known Internet Explorer 11 Issue: If asked to enter your “Usemame and
Password" Instead of DD CAC PIN, complete the fallowing two steps: In

f. Choose the DOD EMAIL certificate and Select OK.
Screen displays the Virtual Desktop Certificate Options

Select a Certificate

)
)

e [

g. Enter PIN.
Screen displays the PIN prompt

ActivClient Login (2l = j

Actividentity
ActivClient
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h. Choose DLA Standard Desktop. DLA Standard Desktop may open automatically.
Screen displays the Virtual Desktop options available for the user

DLA Standard
Des |’.T ap

i. Select OK.

Screen displays the US Department of Defense Warning Statement.

[

ﬁ‘ Windows Server o
Enterprise
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j- Select the Smart Cart Login option while the CAC is being read and stay on this window
until the login process is complete. Navigating away from this before the login process is
complete may result in you session being timed out. If this happens you will need to login
again.

Screen displays the Virtual Desktop — Citrix Receiver requesting the user to select the
Smart Cart Login option.

ﬁ Windows Serverzcoa
Enterprise

k. Enter PIN number

Screen displays the Virtual Desktop — Citrix Receiver to enter PIN.

o

ﬁ Windows Serverzcaa
Rarpich
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The Virtual Desktop is ready to use, just as you would use a traditional desktop.

Screen displays the Virtual Desktop.

To switch between local machine and Virtual Desktop, expand the XenDesktop Toolbar drop-down
at the top of the page and choose Home.

Screen displays the XenDesktop Toolbar drop-down option.

= L

Ctrl+Alt+Del Prefi
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(1§*| 5.6 Laptop/Desktop (CFE/PE) Log Off Instructions

There are two ways to log off of the Virtual Desktop.

l. Log Off the Virtual Desktop

a. This log off method will terminate your active Virtual Desktop session and you will not be
able to transfer your session to another machine. Select the Windows button in the lower
left-hand corner of your screen.

Screen displays the Virtual Desktop; user can navigate the desktop similarly to their
traditional desktop

b. Select the Log Off button
Screen displays the Virtual Desktop with Log Off button.

a. Remove CAC from CAC Reader. This will keep your session active and you can open
it on another machine. After 3 hours of inactivity your session will automatically
terminate.
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6.0 Appendix

6.1 Support

DLA Enterprise Help Desk Support is available to provide any additional information concerning
the Virtual Desktop implementation.

Email: dlaenterprisehelpdesk@dla.mil

Phone: (855) 352 - 0001
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