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Introduction

This user guide provides all DLA Virtual Desktop users with Virtual Desktop background information,
instructions for accessing the Virtual Desktop, and information for the specific devices used to access
the Virtual Desktop. Readers of this user guide should have a basic knowledge of operating a personal
computer and have all required certificates (i.e. CAC credentials and PIN) to access DLA'’s secured
network.

The Virtual Desktop can be accessed from any computing device with an internet connection.
Accessing the Virtual Desktop allows you to view your workstation desktop virtually via a terminal
machine rather than a local device (i.e. traditional desktop/laptop). This user guide will outline the
procedures for accessing the Virtual Desktop from the following devices:

Thin Client

Repurposed Laptop/Desktop (Government Furnished Equipment)

Traditional Laptop/Desktop (Government Furnished Equipment)

Contractor Furnished Equipment (CFE) / Personal Equipment (PE)

DLA Administrators will identify the device type you will use (i.e. one of the four machines listed above).
If you work in an environment where you require access to multiple machines during the course of the
work day, active sessions within the Virtual Desktop can be transferred between the above devices. For
example, a user can log into the Virtual Desktop on one device, disconnect, and log in with a different
device, and see the same active applications left running on the previous device.

Device Usage Policy:
Please note the following usage policies for the endpoints that will access the Virtual Desktop:

Device Policy

HP mt41 Mobile Thin Client Approved for DLA office usage with wired/Wi-Fi
connection, approved for telework usage

HP t620 Thin Client Approved for DLA office usage with wired/Wi-Fi
connection, not approved for telework usage

Traditional Laptop Approved for DLA office usage with wired/Wi-Fi
connection, approved for telework usage

Traditional Desktop Approved for DLA office usage with wired connection,
not approved for telework usage

Repurposed Laptop* Approved for DLA office usage with wired/Wi-Fi
connection, approved for telework usage

Repurposed Desktop* Approved for DLA office usage with wired connection,
not approved for telework usage

Contractor Equipment Approved for DLA office usage with Wi-Fi Connection,
approved for telework usage

Personal Equipment Not approved for DLA office usage, approved for
telework usage

*You can identify a repurposed laptop / desktop by powering on device and looking for the Windows ThinPC logo on bottom of

the Login page (i.e. Ctrl+Alt+Delete prompt page) ™
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Section 1: Virtual Desktop Overview

1.1 Virtual Desktop Background

Virtual Desktop is a capability that moves computer processing and storage away from local devices
(laptop/desktops) and into the data center. The benefits of implementing Virtual Desktops in DLA
include improved end user mobility (i.e. access to desktop anytime from anywhere), operational
efficiencies (i.e. reduced capital and operational costs), and improved security (i.e. no data stored on
lost devices). The below diagram shows the infrastructure of a Virtual Desktop:

Users

Warehouse Workers
System Administrators

Data Center

p.-1
Citrix XenApp /XenDesktop

Office Workers  (Stationary )

Office Workers (Can
Telework )

Section 2: Device Type - Thin Client

2.1 Purpose

Provide an overview of the hardware, software, and steps to access the Virtual Desktop from a thin
client.

2.2 Thin Client Usage Overview

The following are two types of Thin Client devices used to access the Virtual Desktop:

e HP mt41 Mobile Thin Client Laptop used in the office with wired DLA network and Wi-Fi
connection. The Mobile Thin Client is approved for telework.

e HP t620 Flexible Thin Client used in the office with wired DLA network and Wi-Fi connection.
The HP 1620 Flexible Thin Client is not approved for telework.
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2.3 Thin Client Hardware Overview

The thin client takes a user’s login request and connects to the desktop virtually. It is a streamlined
machine with limited storage and a configurable operation system. The thin client uses wired or Wi-Fi
connections depending on the model. Specifically, the HP mt41 Mobile Thin Client supports both wired
and Wi-Fi connections, and the HP t620 Flexible Thin Client supports only wired connections. The
following sections will outline all accessories and additional hardware required to use a thin client and
the steps required to access the Virtual Desktop:

As of August 2015, DLA is using the HP mt41 Mobile Thin Client and the HP t620 Flexible Thin Client,
and repurposed machines.

HP mt41 Mobile Thin Client

l. At a Glance

Left Side View Front View Right Side View

- NNRNNRRRNRNARND =
Power | 2 USB Ports CAC  Power
Butt Lockdown
A(éf;péer Ethermet Reader utton Headphorllpeorts VGA port
Display Port
Port

1. Accessories

The following accessories are included with the HP mt41 Mobile Thin Client:

Image Description

‘ Power Cord

Docking Station
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HP 90W Docking Station

l. At a Glance
Front View Back View
Docking
Laptop Eject Station Cable DVI Port
Button Lock Slot Parallel Port Security
Power Button Monitor Stand Power Cable Slot
Port Adapter Port

Security
Cable Slot Audio Serial Port

In/Out Port
3 USB Ports Mouse Ethernet
Connector /
Keyboard
Connector

VGAPort  DiSPly > ysp

1. Accessories

The following accessories are included with the HP 90W Docking Station:

Image Description

Power Cord
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HP 1620 Flexible Thin Client

l. At a Glance
Side View Front View Back View
Power Button Ethernet
2USB 2.0
Ports
2USB 2.0 2 Display
Ports Ports
Keyboard /
2USB 3.0 mﬁ?
Ports
icrooh VGA
Microphone Port
Headphone Audio
In/Out
Power
Adapter Port

Lockdown port

1. Accessories

The following accessories are included with the HP t620 Flexible Thin Client:

Image Description

Power Cord

Q} Display Port to DVI Adapter
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1. Additional Hardware Required

The following hardware is required to use the HP t620 Flexible Thin Client to complete daily tasks:

Image Description

Monitor

Keyboard with built-in CAC Reader

'\3 Mouse

2.4 Thin Client Software Overview

Thin Client and Virtual Desktop software is pre-installed on your machine and is ready to use.

(1§ 2.5 Thin Client Login Instructions

The following steps outline the Virtual Desktop login process using the HP mt41 Mobile Thin Client and
HP t620 Flexible Thin Client. There different instruction for accessing the Virtual Desktop depending on
how you are connecting, via DLA network (internal) or wireless network (external).
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DLA Network (Internal)

a. Press Ctrl+Alt+Delete.

Screen displays the ThinPC login image.

Press CTRL + ALT + DELETE to log on

&2 Windows Thin PC

b. Select OK.

Screen displays the US Department of Defense Warning Statement.

%2 Windows Thin PC

Virtual Desktop User Guide
Last Updated January 2016



c. Insert CAC into the SmartCard Reader
Screen displays the ThinPC Smart Card Input.

Insert a smart card

&2 Windows Thin PC

d. Enter PIN
Screen displays the ThinPC PIN Input.

%2 Windows Thin PC
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e. Select VDI Launcher Internal

Screen displays the Virtual Desktop Internal/External Login options.

o

E -

VDI Launcher
External

VDI Launcher
Internal

f. Select DLA Standard Desktop, if needed. Typically, DLA Standard Desktop auto-launches.

Screen displays the Citrix Receiver Desktop Options.

CitrixReceiver

W& Localintranet | Protected Mode: OFF

o
DE-2-10Y - RS Ru o Ui
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g. Choose the DOD EMAIL certificate and Select OK.

Screen displays the DOD Certificate options.

Windows Security

Select a Certificate

G pPwB%. S 9FHED

h. Select OK.

Screen displays the US Department of Defense Warning Statement.

Craa| G Ei

N Local riwnet [ Protecied Mode: OF
TH@VmBw. 432 E

=P
sas B
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The Virtual Desktop is ready to use, just as you would use a traditional desktop.

Screen displays the Virtual Desktop.

Wireless Network (External)

a. Press Ctrl+Alt+Delete

Screen displays the ThinPC login image.

Press CTRL + ALT + DELETE to log on

# Windows Thin PC
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b. Select OK.

Screen displays the US Department of Defense Warning Statement.

& Windows Thin PC

c. Insert CAC into the SmartCard Reader.
Screen displays the ThinPC Smart Card Input Screen.

m

Insert a smart card

& Windows Thin PC
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d. Enter PIN
Screen displays the ThinPC PIN Input.

& Windows Thin PC

e. Select the Network Options Icon in the lower righthand corner of the screen

Screen displays the Virtual Desktop Internal/External Login options.

Virtual Desktop User Guide
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f. Select Wireless Network and choose Connect. Your list will vary depending on wireless
options available to you.

Screen displays the wireless network connection options.

g. Enter Wireless Network Password and choose OK.

Screen displays window with network security key.
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h. Select appropriate location.

Screen displays the network location options.

I. Select Connect.
You will not receive a Splash Page if connecting to Wi-Fi at home.

Screen displays an example of a splash page you may encounter when launching the Virtual
Desktop from a public place (i.e. hotel, airport, etc.)

' NNEm
%I?ORE. CH

350,000 items and free ship to hom
orders of $45 or more.

N I 9 Inkernet | Prodected Mode: On A" A em -
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J. Select VDI Launcher External.

Screen displays the Virtual Desktop Internal/External Login options.

auncher
External

VDI Launcher
Internal

st VFwB@% 290 ® 0 T8 m

k. Select the | Agree With the Statements Above button.

Screen displays the DLA Enterprise Remote Access Webpage with notice to accept the use of
a U.S Government (USG) Information System (1S).

By uaing s 15

intercapts on thin IS for Hud
penetration esting. COMSEC manitoring. natwesk aperations and defense, persannal misconduct (PM),
nforcament (LE). and counarnteligence (CI) estigations.

A any tima, the USG may nspect and seize data stored on this 1S

dta stornd an, thin 1S e subyectto autine mankoing. i ogion

Cammunications using, o v ot prvate
and aearch,ane may be isclosed o wsed ko any LISG-authoized prpose

iy maasures (1
yous perscral berwf o« ey

fo A, LE: igatie seaiching or

o ok product,
serecen by ceneys, geychatherapists, or cergy, and thei assstants. Such communication and werk groduct
o grvate and canfrsia. S Uses Agvemer for dosals
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|.  Select the VDI LOGIN button

Screen displays the DLA Enterprise Remote Access Login Webpage.

DLA Enterprise Remote Ac

| Ewafr Login \ Pacific Login

Nots: VDI LOGIN will be availabie to Phass 1 VDI wsers anly

1 this is your it time secessing this system fram this maching, you may need 1o
install the following ta fog in:
+ DOD Root Certificates
o Windows
o Micos
« Cltrix Receiver
o Mindows.
o Miegs

your local IT
1.855.352.0001

o request the software and a CAC reader.

St not working? Try the following:

 Dosa 2l braweser windows and try again.
1g your DoD EMALL logging in.

. %
« Review the

. waultiple PIN prompts,
Activolient (including tha Iatest Hotfx) from tha finks above.

Password" Instead of DoD CAC PIN, complete the following two steps: In
i o/ i3

ptions > 3 g to
Sites"; In Intemet Explorer > Taols > Compatibiity View Settings add dia.mil

m. Select DLA Standard Desktop, if needed. Typically, DLA Standard Desktop auto-launches.

Screen displays the Citrix Receiver Desktop Options.

/ Citrox Recerver - Windows Intermet Bxplorer

CitrixReceiver

[T T T T T [ clnranet [Prowectedrode: off |7,
D2 0PwB% 00 TN
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n. Choose the DOD EMAIL certificate and Select OK.

Screen displays the DOD Certificate options.

Windows Security

Select a Certificate

G pPwB%. S 9FHED

0. Select OK.

Screen displays the US Department of Defense Warning Statement.

Craa| G Ei

N Local riwnet [ Protecied Mode: OF
TH@VmBw. 432 E

=P
sas B
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The Virtual Desktop is ready to use, just as you would use a traditional desktop.

Screen displays the Virtual Desktop.

(§*]2.6 Thin Client Log Off Instructions

l. Log Off the Virtual Desktop

To log off or terminate the active Virtual Desktop session and shut down the Thin Client follow the
below steps. Terminating you Virtual Desktop session will not allow you to transfer your session to
another device.

a. Select the Windows button in the lower lefthand corner of the screen (within Virtual Desktop
session).

Screen displays the Virtual Desktop.
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b. Select the Log Off button (within Virtual Desktop session).
Screen displays the Virtual Desktop with log off button.

c. Select Start Menu and then select the Log Off button (on local machine).

Screen displays the local machine desktop.

—
‘

1. Removing CAC

If you remove your CAC from CAC Reader without following the above steps you will
disconnect the active Virtual Desktop session, but will not terminate your session. You will be
able to transfer your session to another device. Sessions will automatically terminate after 3

hours of inactivity.
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Section 3: Device Type — Repurposed Laptop/Desktop,
Government Furnished Equipment (GFE)

3.1 Purpose

Provide an overview of the hardware, software, and steps to access the Virtual Desktop from a
repurposed laptop/desktop.

3.2 Repurposed Laptop/Desktop Usage Overview

There are two types of repurposed machines used to access the Virtual Desktop:

o Repurposed Laptop is a traditional laptop repurposed for Virtual Desktop access only. It can be
used in the office with the wired or wireless DLA network. The repurposed laptop is approved for

telework.

o Repurposed Desktop is a traditional desktop repurposed for Virtual Desktop access only. It can
only be used in the office with a wired DLA network connection. The repurposed desktop is not

approved for telework.

3.3 Repurposed Laptop/Desktop Hardware Overview

All necessary attachments and accessories to use the Virtual Desktop will be provided to you if you are

using a repurposed laptop/desktop.

3.4 Repurposed Laptop/Desktop Software Overview

Virtual Desktop software is pre-installed on your machine and is ready to use.
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3.5 Repurposed Laptop/Desktop Login Instructions

The following steps outline how to connect to the Virtual Desktop login process using a traditional
laptop/desktop via a DLA network (internal) or wireless network (external).

DLA Network (Internal)

a. Press Ctrl+Alt+Delete.

Screen displays the ThinPC login image

Press CTRL + ALT + DELETE to log on

%2 Windows Thin PC

b. Select OK.

Screen displays the US Department of Defense Warning Statement

%2 Windows Thin PC

Virtual Desktop User Guide
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c. Insert CAC into the SmartCard Reader.
Screen displays the ThinPC Smart Card Input Screen

Insert a smart card

&2 Windows Thin PC

d. Enter PIN.
Screen displays the ThinPC PIN Input

%2 Windows Thin PC

Virtual Desktop User Guide
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e. Select VDI Launcher Internal.

Screen displays the Virtual Desktop Internal/External Login options.

o

-

VDI Launcher
External

VDI Launcher
Internal

£rstart PPw@- . 290 =

f. Select DLA Standard Desktop, if needed. Typically, DLA Standard Desktop auto-launches.

Screen displays the Citrix Receiver Desktop Options.

Virtual Desktop User Guide 26

Last Updated January 2016



g. Choose the DOD EMAIL certificate, and then select OK.
Screen displays the DOD Certificate options.

Windows Security

Select a Certificate

G pPwB%. S 9FHED

h. Select OK.

Screen displays the US Department of Defense Warning Statement.

WA Local et | Pratecied Mode: OF [FEIES .

Crstant ’QE; Td 00 uEw. dODED EiNe
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The Virtual Desktop is ready to use, just as you would use a traditional desktop.

Screen displays the Virtual Desktop.

Wireless Network (External)

a. Press Ctrl+Alt+Delete.

Screen displays the ThinPC login image

Press CTRL + ALT + DELETE to log on

& Windows Thin PC

Virtual Desktop User Guide
Last Updated January 2016

28



b. Select OK.

Screen displays the US Department of Defense Warning Statement.

& Windows Thin PC

c. Insert CAC into the SmartCard Reader
Screen displays the ThinPC Smart Card Input Screen

m

Insert a smart card

& Windows Thin PC
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d. Enter PIN.
Screen displays the ThinPC PIN Input

#& Windows Thin PC

e. Select the Network Options Icon in the lower righthand corner of the screen.

Screen displays the Virtual Desktop Internal/External Login options.
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f. Select Wireless Network and choose Connect. The list may vary depending on wireless
options available.

Screen displays the wireless connection window.

g. Enter Wireless Network Password and choose OK.

Screen displays the wireless security key window.
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h. Select the appropriate location.

Screen displays the network location window.

i. Select Connect.

Screen displays an example of a splash page you may see when accessing the Virtual
Desktop from a public place (i.e. hotel, airport, etc.). You will not receive a Splash Page if
connecting to Wi-Fi at home.

' NNEm
%IIOORE GHO

350,000 items and free ship to hom
orders of $45 or more.

N I 9 Inkernet | Prodected Mode: On A" A em -
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J. Select VDI Launcher External.

Screen displays the Virtual Desktop Internal/External Login options

VDI Launcher
External

VDI Launcher
Internal

st VFwB@% 290 ® 0 T8 m

k. Select the | Agree With The Statements Above button.

Screen displays the DLA Enterprise Remote Access Webpage requesting user to accept the
use of a U.S Government (USG) Information System (IS)

By uaing s 15

intercapts on thin IS for Hud
penetration esting. COMSEC manitoring. natwesk aperations and defense, persannal misconduct (PM),
nforcament (LE). and counarnteligence (CI) estigations.

A any tima, the USG may nspect and seize data stored on this 1S

dta stornd an, thin 1S e subyectto autine mankoing. i ogion

Cammunications using, o v ot prvate
and aearch,ane may be isclosed o wsed ko any LISG-authoized prpose

iy maasures (1
yous perscral berwf o« ey

fo A, LE: igatie seaiching or

o ok product,
serecen by ceneys, geychatherapists, or cergy, and thei assstants. Such communication and werk groduct
o grvate and canfrsia. S Uses Agvemer for dosals

| Agiwe Wih The Statemants Abave 1Dinagie |
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I.  Select the VDI LOGIN button.
Screen displays the DLA Enterprise Remote Access Login Webpage.

Cictoge
Note: VDI LOGIN will be available to Phosa 1 VDI users anly
1 this is your it time secessing this system fram this maching, you may need 1o
install the following ta fog in:
+ DOD Root Certificates
o Windows
o Micos
« Cltrix Receiver
o Mindows.
o Miegs

your local IT
1.855.352.0001

o request the software and a CAC reader.

St not working? Try the following:

 Dosa 2l braweser windows and try again.
1g your DoD EMALL logging in.

. %
« Review the

waultiple PIN prompts,
Activolient (including tha Iatest Hotfx) from tha finks above.

Password" Instead of DoD CAC PIN, complete the following two steps: In
T ps:/ /%, .1

ptions > 3 /1. to
Sites"; In Intemet Explorer > Taols > Compatibiity View Settings add dia.mil

m. Select DLA Standard Desktop, if need. Typically, the DLA Standard Desktop auto-launches.
Screen displays the Citrix Receiver Desktop Options

erver - Windows Internet Explorer

Citrix Receiver

T [T T [ K oalntmet [FromcedMode: OfF [ « R io0% + ]
@ HIPTREY s AT WD e m
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n. Choose the DOD EMAIL certificate and Select OK.

Screen displays the DOD Certificate options

Windows Security

Select a Certificate

G pPwB%. S 9FHED

0. Select OK.

Screen displays the US Department of Defense Warning Statement.

Craa| G Ei

N Local riwnet [ Protecied Mode: OF
TH@VmBw. 432 E

=P
sas B
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The Virtual Desktop is ready to use, just as you would use a traditional desktop.

Screen displays the Virtual Desktop

(1§ 3.6 Repurposed Laptop/Desktop Log Off Instructions

l. Log Off the Virtual Desktop

This method will terminate the active Virtual Desktop session and you will not be able to transfer your
session to another device and turn off the Thin Client.

a. Select the Windows button in the lower lefthand corner of the screen (within Virtual Desktop
session).

Screen displays the Virtual Desktop.
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b. Select the Log Off button (within Virtual Desktop session).
Screen displays the windows menu and the log off button.

—

c. Select Start Menu and then select the Log Off button (on local machine).

Screen displays the local machine desktop with start menu window.
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Section 4: Device Type — Traditional Laptop/Desktop,
Government Furnished Equipment (GFE)

4.1 Purpose

Provide an overview of the hardware, software, and steps to access the Virtual Desktop from a
traditional laptop/desktop (GFE).

4.2 Traditional Laptop/Desktop Usage Overview

The following are two types of traditional machines used to access the Virtual Desktop:

¢ Traditional Laptop supplied by DLA can be used in the office with wired DLA network and Wi-Fi
connection. The traditional laptop is approved for telework.

¢ Traditional Desktop supplied by DLA can only be used in the office with wired DLA network
connection. The traditional desktop is not approved for telework. You may continue to use your
traditional laptop provided by DLA (if applicable) or use your personal computers at home to
telework (see Section 6).

4.3 Traditional Laptop/Desktop Hardware Overview

If you are using a traditional DLA issued laptop/desktop you will be provided with the necessary
attachments and accessories to use the Virtual Desktop.

4.4 Traditional Laptop/Desktop Software Overview

Virtual Desktop software is pre-installed on your machine and is ready to use.
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[if*| 4.5 Traditional Laptop/Desktop Login Instructions

The following steps outline the Virtual Desktop login process using a traditional laptop/desktop:
a. Ensure CAC is inserted into CAC Reader

b. Open Internet Explorer and select Email Certificate.

Screen displays Internet Explorer — Windows Security

tedsy dlaamil D = X || © Waiting for today dlamt

i

Windows Securty

Select a Certificate

ok ][ cameat

c. Enter the following URL: https://internal.dir.ad.dla.mil

Screen displays Internet Explorer with address bar.

DLA TODAY

(ELIVER THE FIGHT SOLUTION On T, EVERY T,

Changes coming to HQC Fitness Center,
DLA Child Development Center

992015 - From new lockers and showers in ihe

Mehamara Headquarters Complex Filness Centerto |8
new playgrounds at ne Defense Logistics Agency Cnild
Development Center, the HQC's Morale, Welfare and I
Recreation office wil be upgrading some of s facikiies

at Forl Belvoir n the coming monihs. s

_—
\jgy/ EXCELLENCE

———
[ 7 SEXUAL ASSAULT
Ky en s
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d. Choose the DOD EMAIL certificate and Select OK.
Screen displays the Virtual Desktop Certificate Options

 Windoms Secusity

Select a Certificate
|

Issuer: DOD CA-32

{ e R v ool

F ’ isuer: 00D CA-22
‘ | F J e DD EMAR £4.32

Lot ] [omen ] |

e. Select the DLA Standard Desktop, if needed. The DLA Standard Desktop may open
automatically.

Screen displays the Virtual Desktop options

£ - & & | @l citix Receiver

Citrix Receiver

f. Select OK.

Screen displays the US Department of Defense Warning Statement.

'ﬁWl ndows Server 2008

Standard
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g. Select the SmartCard Login as the CAC is being read. Do not navigate away from this
window until the login process is complete. Doing so may result in your session being timed
out.

Screen displays the Virtual Desktop — Citrix Receiver requesting the user to select the
SmartCard Login option

[_V

- Windows Server 2008

h. Enter PIN.
Screen displays the Virtual Desktop — Citrix Receiver requesting the user to enter their PIN

=1
[ 3

ﬁ Windows Server zoos
Enterprise
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The Virtual Desktop is ready to use, just as you would use a traditional desktop.

Screen displays the Virtual Desktop

To switch between local machine and Virtual Desktop, expand the Desktop Viewer Drop Down at the
top of the page and choose Home.

Screen displays the Desktop Viewer Drop Down option

= LY (] Pl

Ctrl+Alt+Del Preferences Full-screen Disconnect

(1§*| 4.6 Laptop/Desktop (GFE) Log Off Instructions

Log off of the Virtual Desktop using the steps below:
l. Log Off Virtual Desktop

These steps will terminate the active Virtual Desktop session and you will not be able to transfer your
session to another device.

a. Select the Windows button in the lower lefthand corner of the screen

Screen displays the Virtual Desktop.
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a. Select the Log Off button
Screen displays the Virtual Desktop.

1. Removing CAC

Following the steps below will disconnect the active Virtual Desktop session and you will be able to
transfer your session to another device; sessions will be automatically terminated after 3 hours of
inactivity.

a. Remove CAC from CAC Reader, doing so will close the Virtual Desktop session.
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Section 5: Device Type — Laptop/Desktop Contractor
Furnished Equipment (CFE)/Personal Equipment (PE)

5.1 Purpose

Provide an overview of the hardware, software, and steps to access the Virtual Desktop from a
laptop/desktop (CFE/PE).

5.2 Laptop/Desktop (CFE/PE) Usage Overview

The following outlines the usage overview for CFE/PE when accessing the Virtual Desktop:

o CFE/PE can be used on non-Government network connections, i.e. home network, coffee shop
network, contractor office network, etc. CFEs are approved for telework usage.

e Personal Equipment is not approved for use on the DLA network, but is approved for telework.

5.3 Laptop/Desktop (CFE/PE) User Hardware Overview

There are many types of CFEs and personal machines you can use to access the Virtual Desktop. The
list below is the necessary hardware required to access the Virtual Desktop from either a CFE or
personal machine:

o Desktop Computer or Laptop
o CAC Reader
o Ethernet port (with active internet connection) or Wi-Fi

5.4 Laptop/Desktop (CFE/PE) User Software Recommendations

Risks

There are potential risks associated with installing the necessary software (i.e., ActivClient, Citrix
Receiver, DOD Root Certificates) in order to use the remote access system. It is not possible to test
these components with all software and/or applications commercially available and may be on your
home computer. Therefore, the software could conflict with other applications or software residing on
your home computer. If you are using the remote access system on your personal non-Government-
furnished computer it is at your own risk.

Disclaimer of Liability

With respect to installing prerequisite software components or using the remote access solution,
neither the DOD, DLA, nor any employees within, provide any warranty, expressed or implied,
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or assume any legal or financial liability or responsibility for your non-Government computer system
and/or damages or repairs that may result from system incompatibilities with the remote access
solution. By installing prerequisite software and using this product, you signify your agreement to the
preceding terms and conditions. If you do not agree to these terms and conditions, do not install or
use this product.

Help Desk Support

All liability for issues and troubleshooting non-GFE is the responsibility of the equipment owner. The
DLA Enterprise Help Desk will not provide support for issues with hardware/software not provided by
DLA, including but not limited to non-GFE hardware, non-DLA networks (e.g., home routers, public
hot spots), and non-DLA software compatibility issues with Citrix.

DLA Enterprise Help Desk resources will support troubleshooting issues that are not related to the
non-GFE hardware/software, including but not limited to accounts, DLA applications, and server-side
issues.

Personal machines or CFEs running on Windows XP, Windows Vista, Windows 7, Windows 8/8.1,
Windows 10 or the latest versions of Mac OS can be used to access the Virtual Desktop. Use the
tables below to identify the recommended browser you should use based on the operating system

currently installed on your machine.

For best performance use following operating system/browser combinations, otherwise you may
experience performance issues or inability to connect to the Virtual Desktop.

Windows 10 64-bit Editions
Windows 8.1 64-bit Editions Internet Explorer 11.x or later
Windows 8.1 32-bit Editions (32-bit mode)

Windows 7 Service Pack 1(SP1) 64-bit Editions
Windows 7 Service Pack 1(SP1) 32-bit Editions

Windows 8 64-bit Editions
Windows 8 32-hit Editions Internet Explorer 10.x or later
Windows 7 Service Pack 1(SP1) 64-bit Editions (32-bit mode)

Windows 8 Service Pack 1(SP1) 32-bit Editions

Windows 7 64-bit or higher
Windows 7 32-bit or higher Internet Explorer 9.x or later
Windows Vista 32-bit Editions with Service Pack 2 (32-bit mode)

Windows Vista 64-bit Editions with Service Pack 2

Operating System Browser

Windows 7 64-bit Editions
Windows 7 32-bit Editions
Windows XP Professional with Service Pack 3 Internet Explorer 8.x
Windows XP Professional x64 Edition with Service Pack 2 (32-bit mode)

Windows Vista 32-bit Editions with Service Pack 2
Windows Vista 64-bit Editions with Service Pack 2

Mac OS X Mavericks 10.9.x Safari 7.0.x
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Windows 7 64-bit Editions

Windows 7 32-bit Editions

Windows XP Professional with Service Pack 3

Windows XP Professional x64 Edition with Service Pack 3
Windows Vista 32-bit Editions with Service Pack 2
Windows Vista 64-bit Editions with Service Pack 2

Mozilla Firefox 4.x (32-bit mode)

Windows XP Professional x32 Edition with Service Pack 3
Windows Vista 32-bit Editions with Service Pack 2
Windows 7 32-bit Editions

Red Hat Enterprise Linux 5.4 Desktop

Mozilla Firefox 3.x

Before connecting to the Virtual Desktop for the first time, certificates and client software will need to
be installed. These are available on the DLA Enterprise Remote Access login page:
https://remote.dla.mil.

Follow these steps for downloading the appropriate software in Internet Explorer. Your will need to use
the proper web browser based on the operating system installed on the machine (i.e. outlined in
above table). Following these steps will result in a necessary machine reboot once completed.

a. Connect your Common Access Card (CAC) Reader to an available USB Port on your
CFE/Personal Computer System (Desktop/Laptop).

b. Turn on your CFE/PE (Desktop/Laptop).
c. Launch your internet browser.

d. Validate that the required security protocols are enabled - From Internet Explorer, select
Tools and then Internet Options. If the Tools option isn’t visible, then while in the browser
select the ALT key on the keyboard and the Tools option will become visible.

Screen displays the expanded Tools options in Internet Explorer.

& Heme - DLA Tadey - Windows btervet Explores P
e e 2

A [

of replacement to tempararily
place employees on HGC's fourth
or

73015 - A yeariong $4.5 miion project B replace

— e antc
r‘wlnogmnqsou 14 and last Peough Juy

o
2
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e. When the Internet Options window appears select the Advanced tab and ensure Use SSL
3.0 and Use TLS 1.0 are checked in the Security section. Select OK, then close the internet
browser, and open a new internet browser window.

Screen displays the Advanced tab within the Internet Explorer Internet Options settings.

‘ General I Security | Privacy | Content | Connections | Programs | Advanced

Settings

Enable DOM Storage ~
[ Enable Integrated Windows Authentication®

Enable memory protection to help mitigate online attacks™
Enable native XMLHTTP support

Enable SmartScreen Filter

Use 551 2.0

Use 551 3.0

Use TLS 1.0

[ useTs 1.1

[ useTis 1.2

Warn about certificate address mismatch™

[T Warn if changing between secure and not secure mode ‘E|
Warn if POST submittal is redirected to & zone that does n—!

4| 111 r

*Takes effect after you restart Internet Explarer

Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default

condition.

You should only use this if your browser is in an unusable state.

@@ Some settings are managed by your system administrator.

f. Insert CAC into CAC Reader.

g. Inthe internet browser, navigate to DLA Enterprise Remote Access https://remote.dla.mil/
to access the files to download you will need to use remote access. If this is the first time you
are navigating to this page, you may see a warning message similar to the website below.

If this appears, select Continue to this Web site (not recommended).

Screen displays the Security Certificate Warning requesting the user to close this webpage or
continue to this webpage.

- o 0 e
| @ ttps.//remote.diamil P-ex — Centificate Error: Nwigation. | ‘
Y Fiov Bl v L0 dm v Pagew Safety~ Toolsv i
a There is a problem with this website's security certificate.
/
rity certif sented by this website was issued for a different website's address.
ate problems may indicate an attempt intercept any data yi ad
We recommend that you close this webpage and do not continue to this website
I & Click here this I
‘ “— —
» More information
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h. Select the | Agree with the Statements Above button.

Screen displays the DLA Enterprise Remote Access Webpage requesting user to accept the
use of a U.S Government (USG) Information System (IS).

LN DEFENSE LOGIBTICS AGENCY.

i

enfrcement L) coumenelience (C) mestoanons.
i any fime. tha USG may inspect and seize data stored on ihis 15.

and search, 5 purpose.
measures (0.9
‘your parscaal beneft of piacy. :

. & work produc,

. of clengy.
a9 prate and confientil. Son User Agreemert o Stils.

TAgies Wih The Sttements Abave IDisage

i. On the screen below you will see two links for software that needs to be installed prior to
connecting to the Virtual Desktop from each machine for the first time.

Screen displays the DLA Enterprise Remote Access Webpage outlining the required software
installs.

S DEFENSE LOGISTICS AGENCY

j- Download DOD Root Certificates.

e Select Windows/Mac DOD Root Certificates, depending on your machine.

e Select Save when prompted — Save this file to the computer, and after download is
complete, locate file, right click on file, and select Run as Administrator.

This will install required DOD Certificates to the appropriate location on your machine. These
certificates are required to be installed on a machine when using a CAC. You may see two
prompts issuing a security warning. These warnings are standard, and if you accept them, you
should click Yes on both. If you click No the machine will not be able to access the Virtual
Desktop.
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Screen displays the DLA Enterprise Remote Access Webpage outlining the required software.

[ coneiog | |19 ] [ mcterzon |

Nate: VDI LOGIN wil be available to Phase 1 VDL users nly

P by your local 1T
Support staff. Pleasa contact the Entarprise Holp Desk at 1.835.352.0001
to request th software and a CAC reader.

Still nat working? Try the following:
+ Closa al browsar windows and try again.
- EMAIL

certificate

Screen displays the Security Warning prompts requesting the user to accept.

Security Warning =]

Vou are about o install a certificate from a certification authority (CA)
claiming to represent:

You are about to install a certificate from a certification authority (CA)
claiming to represent;

DoD Root CA 2

Windows cannot validate that the certificate is actually from "DoD Rost
CA 2", You should confirm its arigin by contacting "DoD Root CA 2.
The following number will assist you in this process:

Thumbprint (shal}: 8C941B34 EALEAGED 9AE2BC54 CFE87252 B4CIBS6L
Warning:

¥ you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an uncenfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this

risk.

Do you want to install this certificate?

dod acsp ss

Windows cannot validate that the certificate is actually from "dod ocsp
55" You should confirm its origin by contacting "ded ocsp ss " The
following number will assist you in this process:

Thumbprint (shal): 4F46A0EE COFG6EF4 A424D5E2 93EE2B0B 905098CD

Warning:
¥ you instsll this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an uncenfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate?

Yes

k. On the same page, download the Citrix Receiver. The Citrix Receiver is required to establish a
secure connection with Citrix. This client supports Mac, Windows XP, Vista, and Windows
7/8/8.1 operating systems.

¢ Select Windows/Mac Citrix Receiver, depending on machine.
e When prompted, select Run and accept all defaults.

Screen displays the DLA Enterprise Remote Access Webpage outlining the required software.

[ EwhirLogn \l Locw I{Pmu.;.

MNote: VDI LOGIN will be available to Phase 1 VDI sers only

instal the ollowing 10 fog -

« DoD Root Certificates
© Mindows
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I.  Optional Download Actividentity ActivClient — request the latest version of ActivClient the

DLA Enterprise Help Desk (EHD). ActivClient is recommended for Windows 7 and not
recommended for the following:

e Windows 8/8.1
e Windows 10
¢ Mac OSX

Based on the configuration of your operating system will need to determine which ActivClient
to install 32 — bit or 64 — bit.

To verify the version of your operating system, right-click the My Computer icon on your Desktop, and
selecting Properties.

Screen displays the Computer Drives and the properties of the Computer

= e S
@Q-LH » Computer » = |&, |\[ search Computer ol

Organize v System properties Uninstall or change a program Map network drive 2 = S I |

» 50 Favorites 4 Hard Disk Drives (1)

b, OSDisk ()
4 Libraries K - -
. B Documents D 149 GB free of 232 GB

. G 05 Collapse

&  Manage
Open in new window
Map network drive...
Disconne ct network drive... brefederal.com Memory: 4.00 GB

- re(TM) i5-24...
Add a network location

Delete

Rename

You will see on the next screen you will see 32-bit or 64-bit Operating System. Be sure to provide this
information with your request for the ActivClient Software.

Screen displays the properties of the Computer.

,L B ) Control i Panel b Sytterm and Secunty b Syiterm

Contrel Panel Home View basic informat th e

"EE R
. g om D
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m. Update Trusted Sites

Open Internet Explorer.
Select Tools and then Internet Options.

Screen displays the location of Internet Options

l

l

—

I@J,;mm =

0 - ¢ || @ slaokage

|ﬂiﬁ

Print
File

Zoom (100%)

Safety

e site to Stan menu
View downloads
Manage add-ont
F12 Developer Toals
Goto pinned sites

Compatibilty View settings

Internet options

e

OUNEIIeS EpTOTeT

b £ aboutblank

OR

B~ ¢ | @ slankPage

— W "

File Edit View Favorites Help

Y5 &) Web Shce Gallery v @ Delete browsing history..
InPrivate Browsing

Enterprise Mode

Tum on Tracking Protection
ActiveX Filtering

Fi connection problems

Reopen last br

g session
Add site o Start menus

View downloads

Pop-up Blocker

Manage add-ons
Compatibility View settings
Subscribe to this feed.

Feed discovery

Windows Update

Performance dashboard
F12 Developer Tools
OneNote Linked Notes
Lync add-on

Send to OneNote

Ctris ShiftsDel
Cart+Shift+ P

Ctrl+)

CtrlsShifts U

l Internet options

Enterprise Remote Ac.. &) DLA Enterprise Remate Ac...

" @ v Pagev Safety~ Tools~ i+ o

n. Select the Security tab.

Screen displays the Internet Options Security Tab

—) '

Internet Options.

mr,.mc, [ Content | Connectons | Programs [ Advences| |

Browsing history

form informa

Appearance
Coos | | Languages

@ Some setings are menaged by your

[ e

Home page

? To 0e tabs, h add: e,

* about:blank

[ useasrent | [ use defouit | [ Use new tab
Startup.
Start it tabs from the ast session

# start with home psge

Tabs

Change how webpages are dispiayed in tabs. [

Delete temporary fles, history, cookes,

luDelelers

system administrator

Tes |

saved passwords, and web

J[_settogs |

Fonts | | Accessbity |

J [ conca ]
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0. Select the Trusted Sites and select Sites.

Screen displays the Internet Options — Security Tab

' Internet Options B

1| | General | Seasity [privacy | content | cannectons | programs | advanced|
Select 3 zone ta view or char

) (| @ ¥ Im
sites.

o
# This zone contans websites that you
W' trustnot to damage your computer or
your fles
Securitylevel for tis zone
Alowed levels for this zone: Al

m
~Prompts before donrioading potentially unsafe

£ content

- Unsigned ActiveX controls will not be downloaded

["|Enable Protected Mode (requires restarting Internet Explarer)
Custom evel... aultleve

[ Reset ol z0nes to defaultevel

@ Some settings are managed by your system administrator.

o[ e

p. Enter https://*.dla.mil (“*” asterisk; followed by a “.” Period; then “dla.mil”) Select Add and
Close.

Screen displays the Trusted Sites.

Internet Ophions @ =
| Trusted sites e —— gl

4 You can add and remove websites from this zone. All websites in
W s zone will use the zone’s security settings.

Add this website to the zone:

— https://=.diz.mil Add

Websites:

|¥| Require server verification (https:) for all sites in this zone

g. Select Apply and OK.
Screen displays the Internet Options — Security

Interet Options

General| Seaurtty [ Privacy | Content | Connectons | Programs | Advanced

Select zone o view or change s=aunty settngs.

@ & /v O

Intemet  Localinanet Trustedstes  Reswicted
stes

Trusted sites [—-;-E—-i
g that you

# Ths zone
W' bustnotto damage your computer or
flles.

your fles.
You have webstes n this zone
Security level for this zone

Custom
Custom ssthngs.
-To change the settings, dick Custom level,
-To use the recommended settings, chck Default level.

|| Enable Protected Mode (requres restarting Intemet Explorer)

[asemies..]
Reset all zones to default level

@ Sorme settings are managed by your system administrator

) e [ meeom |
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r. Update Compatibility View Settings

e Open Internet Explorer

e Select Tools and then Compatibility View Settings.

Screen displays the Internet Explorer Browser

(3 E)cmmm p-c

& Blank Page.

File
Zoom (100%)
safety

Cute

@ sboutblsnk P~

OR

€ | & Blank Page

T — . o

File Edit View Favnmasm Help

55 &) Web Stice Gellery ~ ()

Enterprise Mode

Tum on Tracking Protection
ActiveX Filtering

Fix connection problems
Reopen last browsing session
Add site to Start men

View downloads

Pop-up Blocker

Manage add-ons

Ctrls Shift Del

tri+ Shifts P

Ctri+)

‘ I Compatibilty View setiings
Subscribe to this feed,

Feed discover

Windows Update

Performance dashboard

F12 Developer Tools

OneNote Linked Notes

Lync add-on

Send to OneNote.

Report website problems

Internet opticns

Ctrl+ Shift+U

Enterprise Remote Ac.. ] DUA Enterprise Remate Ac...

R I

g v Pagew Sefetyr Toolsw @

s. Enter dla.mil, Select Add, and then Close.

Screen displays the Internet Options — Security

—

Compatibility View Settings

[}y Change Compatibilty View Settings
[aa

Websites you've added to Compatibility View:

Display intranet sites in Compatibiity View
Use Microsoft compatibility lists

Add

Remove

Learn more by reading the Internet Explorer privacy statement
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t. Reboot the computer. All required software is now available on the machine and you are
ready to the login to your Virtual Desktop. (See section 5.5 for login instructions.)

(1§*| 5.5 Laptop/Desktop (CFE/PE) Login Instructions

The following steps outline the Virtual Desktop login process using a CFE/Personal Machine:

Note: The following steps outline the process of logging in using Internet Explorer. User will need to

use the proper web browser based on the operating system installed on the machine.
a. Insert CAC into CAC Reader

b. Open Internet Explorer

c. Enter the following URL: https://remote.dla.mil/

d. Select the | Agree With The Statements Above button

Screen displays the DLA Enterprise Remote Access Webpage requesting user to accept the
use of a U.S Government (USG) Information System (IS)

," 5 “DEFENSE LOGISTICS AGENCY

[

Commurscations using, o daty
0 wawch,and may b dacionsd ol uid o ny U

panetration tasting COMSEC morstoring, netwerk: menm:;q,hrm
wlrcarent LE), nd courtortaligoce (0) :
At any time, the USG mary népect and saize data stored on this 1§

S48 o, 1S 8 ot ot B B 10 UG antng. i apton.
SC-authoized purgose

J———
your personal benwfe or priacy

werk prodict

‘prychetherapists, of gy,
are prvate and confiderial, See User Agraemare for detals.
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5
-~fIIIIIIPf
e. Select the VDI LOGIN button

Screen displays the DLA Enterprise Remote Access Webpage requesting user to Login

Ccunitogn | [ 95 ] [ petoon |

Nots: VDI LOGIN will be svailable to Phase 1 VDI users anly.

1 this is your
natal the following to log in:

+ DoD oot Certificats
© Windows

awwmumummuwdﬂhmwn
‘Support staff. mlﬂ at 1.855.352.0001
oy et o

Stll not working? Try the following:
3 Do o windows and by 255,

fogging in.
« Review the Home User Guide
. mmmmmmmm.’umm

Sasitettinend nwuum.wwu.m oo e
Do Bt e Saings o ol

f. Choose the DOD EMAIL certificate and Select OK.

Screen displays the Virtual Desktop Certificate Options
[ s R o ===

Select a Certificate

—) e [P

g. Enter PIN.
Screen displays the PIN prompt

ActivClient Login ll = |

Actividentity
ActivClient

_— |
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h. Choose DLA Standard Desktop. DLA Standard Desktop may open automatically.

Screen displays the Virtual Desktop options available for the user

i. Select OK.

Screen displays the US Department of Defense Warning Statement.

j- Select the SmartCard Login option while the CAC is being read and stay on this window until
the login process is complete. Navigating away from this before the login process is complete
may result in you session being timed out. If this happens you will need to login again.

Screen displays the Virtual Desktop — Citrix Receiver requesting the user to select the
SmartCard Login option.
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k. Enter PIN number

Screen displays the Virtual Desktop — Citrix Receiver to enter PIN.

The Virtual Desktop is ready to use, just as you would use a traditional desktop.

Screen displays the Virtual Desktop.

To switch between local machine and Virtual Desktop, expand the Desktop Viewer Drop Down at the
top of the page and choose Home.

Screen displays the Desktop Viewer Drop Down option.

o=
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[§*| 5.6 Laptop/Desktop (CFE/PE) Log Off Instructions

There are two ways to log off of the Virtual Desktop.
l. Log Off the Virtual Desktop

a. This log off method will terminate your active Virtual Desktop session and you will not be able
ot transfer your session to another machine. Select the Windows button in the lower lefthand
corner of your screen.

Screen displays the Virtual Desktop; user can navigate the desktop similarly to their
traditional desktop

b. Select the Log Off button
Screen displays the Virtual Desktop with Log Off button.

m— |

'y

1. Removing CAC

a. Remove CAC from CAC Reader. This will keep your session active and you can open it on
another machine. After 3 hours of inactivity your session will automatically terminate.
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(§*| 5.7 Home Use Printing

You can print from home in VDI when using your own computer with a wireless connection to your
printer. However, DLA cannot offer any technical support for connecting your own personal computer to

your own personal printer.

Printing from home in VDI when using your government computer must be done with a wired

connection to your printer, more information on connecting a wired printer can be found in the How to

Print at Home instructional document.

To print in VDI:

a. Once logged in to your Virtual Desktop make sure your home printer is the default printer.

From the Control Panel, select Devices and Printers.

(/w4 + Contol et + 4 Cool e hems + Devicesana Pirn

Addadesce  Adcapinter  Seowhaliprintng  Managecefault pinters Friatsener properies

AU VBT BILSOSIKHS Dl USH Ot USH Mecerves USE SmantCan
Mouse Reader

4 Printess and baces |

TR T O T
= =N8 =0 Wy Wy =W
SN I ————— St

4 Unepacified (1)

3

PO Dievice

b. Open the document that you want to print and select File and then Print.

(W]l |
— Home Insert Page Layout References Mailings

i save . .
Information about Print
Save As
C\Users\LSC2625\Desktop\Print screen.di
[ZF Open
' Close

Permissions

8n
Info =i Anyone can open, cop

Protect

Recent Document -
New
. ~ Prepare for Sharing
— | Print I & Before sharing this file,
Document properd
Check for
Save & Send e Content that peop|
Help

If the document does not print or if the printer is not set as the default, you may get an Enhanced

Metafile (EMF) viewer. An EMF Viewer will open outside of the VDI environment; look for it in the task

bar.

B
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c. Open the EMF Viewer and select the Print% button.

—— H Frr S pe o =] i)

Horne Use Printing in Citrix

d. If a Select Printer window opens, select the appropriate printer and select Print.

= T o b AL R e e e

)
)

If you are using your government laptop and are connected to the Virtual Desktop the steps for printing
are the same as above.

6.0 Appendix

6.1 Support

DLA Enterprise Help Desk Support is available to provide any additional information concerning the
Virtual Desktop implementation.

Email: dlaenterprisehelpdesk@dla.mil
Phone: (855) 352 - 0001
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